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2 Ap clISWET 0 prassinarsecurity
ERIE CJI ext off communication technologies

o D)) m ntlon as interference with privacy,
J'J‘!—H—)(-‘ o of expression and freedom of
~ -*r ment

> Data retention as the negation of proportionality

S

- -
p—

-

‘F‘ﬁ -

——
—:_,"—'

“» Data retention as “democracy risk”
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SGUrty has always been a pomt of the
ree)t] LJr‘r ‘agenda

\ g _c ‘r’amework with “security deficiencies” ?

' froductlon of proposals that (previously)
— a“f_ no chance to be accepted”
g.

==L ‘No doubts/justification for the necessity of new
regulation

e Attack/Risk as evidence

I
."7 -



DEllic tenticm as se@urjtrﬁ)‘d"'

SRIYEtalelating to the Use of communications as a
Walliable > teol” in  the context of prevention,
Jrl\/aJ,L , detection of risk, threat and crime

=0 munlcatlons data used in order to locate
_,.-JE d'trace source and route, to collect and
Secure evidence

PJrowders in EU are mandated to retain routinelly
communications data of any and all subscribers
for investigational purposes (Directive
2006/24/EC)
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Manc atelzygggta retention

SWYEiia necessary to identify the “external
wnJ]'i* of communication”
J Fofe |nvest|gat|on detection and

= I0O! ecutlon of serous crimes (as defined
= -‘éach MS)

"‘ef —

—. For a period of 6monts- 2 years

e Accessible in specific cases by the
designated authorities
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IGYSTrequire or have as result the
cru nge of data

i) Jation is available for scrutiny in
.\u-"v "and volumes unimaginable till now
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Surveillance potential grows wider through
ublqwty and integration of ICTs

-® [CTs become more interconnective and
their use more extensive and intensive
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PRIraiiic data are covered in a technology-
nﬂrml ay

SRINEU e 1w necessary in order to keep pace

| w changlng technological environment

he use of technology-neutral language
g’nores the specific challenges and risks
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SRNE Deltid REENLION DIfECtiVe does Not aIlow
sontent: monitoring....nowever...

SRifRthie electronic space the boundaries between
SOl nications data and content are blurring

& Lf s ambiguity of distinction is acute in the

_—

= context of networks
== f-Data necessary for a communication reveal

—

~ elements of content
WWW.google.com/sites/web?g=aids+medical+treatment

¢ [nformative value/usability of traffic data


http://www.google.com/sites/web?q=aids+medical+treatment

“traceable past” andit
f....foresé'éable future?
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SHIYElcELENtion enables the development ofi
mJJ@J of What s “suspicious communication”

2 J\Jr\rwr (S Increase the quantity, quality and
55|b|I|ty oft information relation to online and
= O Ame Penaviour

_,,,«,."Iﬁternet becomes a medium that promotes
—  relative transparency”

- By exploiting the specific features of ICTs data
retention makes past and present traceable and
the ...future foreseeable
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- Cc erﬂb nication with others and use of
wmml lcatlons means/services falls within the
/Jne 0)j prlvacy

SEIDEC ISive is that state authorities can access the

_—

e afé retained by private providers

-~

,.t'_,,...

=73 Serlousness of the interference is to assessed

~ according to preconditions of power granted,
number and nature of individuals affected and
Intensity of negative effects



Privacy as element o
= of Dﬁ‘mocracy
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SEedon M of unwarranted and arbitrary interference
fromm e b|IC authorities

o e .-«l Gpean approach of privacy is grounded on
clie JL y.0Of a person who operates in self-
e rmlnatlon as a member of a free society
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,.,. PHVacy enables individuals to take autonomous
== "deC|S|ons to build social appearance and behavior,
— to develop their own identity and ideas in order to

engage Iin relationships with others and in public life

e A key element of a democratic constitutional order
and fundamental political value



/ANONymity as elementofts
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ASIEIEctronic communications leave a lot of “traces”
J,Jrvru} ganee has disturbing effects on the right to

iy Jny 1ty
Aple)s ymity helps information and ideas to be

= (ISsS emmated and considered without bias, to voice
:'.i"--" Ht1cal ideas

,.-1"

== Anonymous speech has an instrumental value in
~ enriching public discussion and maximizing freedom
- of association

® “Chilling effect™: concern that constitutionally
protected activity would be inhibited due to the fear
of post-hoc surveillance
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JJJ,Jre\""‘c“:f*-"f Sabpearance of the
WISEPpPEariance

> T e fif sedom of movement concerns also
rnai ght to move without being traced

== ejEworks transform the notions of “place”
:_"fand space”
~—® As many users live their life in cyberspace

freedom of movement can be considered
as affected.
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J S eI POWERS to! [imit freedom Were addressed at
e r)a OnIcausing the “danger” , the

“JJS‘LJFE , the “suspect”

J J\Uv survelllance IS extended to cover the
— M 3or|ty off population

‘/

__,,,«-,:‘Data retention enables the permanent, general

~  recording of communicational behavior of all
subscribers, although neither they are neither a
“source of danger” nor their communications
take place in an unusually dangerous area
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gEnstitttional intervention in'rights and liberties
S SJJJ 2t to the principle of proportionality (ban
oiilinaUe intervention) @ Necessity, suitability to
dENIEVE aims, scale — intensiveness

=% )z 3ta retention without to demonstrate that this
—= Jarge-scale surveillance potential was the only
—= fea5|ble option

K Securlty as “self-evident fact”: as such it cannot
e understood in a hormative sense

® Data retention is so extensive as to be out of all
Droportion
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> (“JrJ]r"‘ S NCrEasedUSEe Of Electronic
semiminication means and services and the
zlnsletin) wof information which can be revealed
g stored

gfretentlon of communications data is a
_,,_:-«..,- ““Serious interference into the freedom of

— communication that cannot be undone, as such
an access enable far reaching insights into the
behavior and the social contacts of individuals”

(German Federal Constitutional Court, March 08)
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J’JCJF‘J‘JJ‘J"? chogielolgieplpiiaigisiiel
conlnlt nlcational privacy. of all users for reasons
of r)rgac-*- jution makes surveillance the rule

B rr Sl ifts the focus of risk from suspect
=ihdividuals to suspect populations
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..-_-;A?Tt’shlfts the “burden of proof”: the state is often
~ not obliged to demonstrate individualized
suspicion in order to target individuals

® Every person a potential source of risk/criminal
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2 Dzjre) clfs G.'“'-c ’o' pccasionallV putVie
roL rmr ed discovery systems

0 Fple felis sntion of data on citizen’s behaviour and
5 JP *lnteractlon may shape and steer this

| awour “as people act differently if they
”':.::;: now their conduct could be observed” (US
= Department of Defense, 2004) and tend to

- incline their choices to the mainstream

® Jhe "maximum security society” relies on a
refined technological framework to influence and
“programme” the daily life




The “se@ﬂty pr@mise‘;; —

it / hiesiemergedinotonlyiastheistate/s
<o) “guaranteemg constitutionally protected

JJm

as the (new?) normative gwdmg
I C|ple — the development of the “protection
= Quties™Is of central importance for the extended
justlﬂcatlon of rights infringements

~® Collective security goods on the same level with
individual civil liberties

® A new fundamental “right to security™?
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ro 1'a constitutional state guardmg against
at oft specific risks in specific situations
/el d'a pre-preventive state

J _J OC|at|on of risk and individual acts and focus
;:- :rlsk prevention

g

= . S_h_lft from the traditional constitutional model of
~ gathering conclusive evidence of suspect
iIndividuals toward intelligence gathering carried
out against individuals at random
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ecﬂetal freedom
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;:f_‘ “Affirmative duties lead to a disequilibrium in the
~—_ Dbalancing process - under the terms and within
the limits of core democratic values

® [he political impact of the power to obtain such
a broad range of information should be taken
Into consideration — concentration of power
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o Dzjie] fiEL ENLION as’d pal algm oft INcreasec
clzlte) g arlng between public and private
Jomr |

) 'Ls oad common information “pool™?

_.,,.« fﬁctlon creep and mission creep, which
~ ¢can chill personal and professional
activities
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PEIO! CliadCy. IS founded on free expression
elriele rt|C|pat|on

liran mutation of communication activity
O ata routinely retained may discourage
== vﬂ participation

,.-1"

——e. Data retention threatens deliberative
~ democracy by inhibiting individuals from
engaging in democratic activities



