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It is difficult these days to avoid hearing about blockchain.
Blockchain is going to be the foundation of a new business world
based on smart contracts. It is going to allow everyone to trace
the provenance of their food, the parts in the items they buy, or
the ideas they hear. It will change the way we work, the way the
economy runs, and the way we live in general.

Despite the significant potential of blockchain, it is also difficult
to find a consistent description of what it really is. A recent
Google search for "blockchain technical papers" returned nothing
but white papers for the first three screens; not a single paper is
peer-reviewed. One of the best discussions of the technology
itself is from the National Institute of Standards and Technology,
but at 50-plus pages, it is a bit much for a quick read.9

The purpose of this article is to look at the basics of blockchain: the individual components, how those
components fit together, and what changes might be made to solve some of the problems with blockchain
technology. This technology is far from monolithic; some of the techniques can be used (at surprising savings
of resources and effort) if other parts are cut away.

Because there is no single set of technical specifications, some systems that claim to be blockchain instances
will differ from the system described here. Much of this description is taken from the original blockchain
paper.6 While details may differ, the main ideas stay the same.
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Goals of Blockchain
The original objective of the block-chain system was to support "an electronic payment system based on
cryptographic proof instead of trust ..."6 While the scope of use has grown considerably, the basic goals and
requirements have remained consistent.

The first of these goals is to ensure the anonymity of blockchain's users. This is accomplished by use of a
public/private key pair, in a fashion that is reasonably well known and not reinvented by the blockchain
technology. Each participant is identified by the public key, and authentication is accomplished through
signing with the private key. Since this is not specific to blockchain, it is not considered further here.

The second goal is to provide a public record or ledger of a set of transactions that cannot be altered once
verified and agreed to. This was originally designed to keep users of electronic currency from double-spending
and to allow public audit of all transactions. The ledger is a record of what transactions have taken place, and
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the order of those transactions. The use of this ledger for verification of transactions other than the exchange
of electronic cash has been the main extension of the blockchain technology.

The final core goal is for the system to be independent of any central or trusted authority. This is meant to be
a peer- or participant-driven system in which no entity has more or less authority or trust than any other. The
design seeks to ensure the other goals as long as more than half of the members of the participating
community are honest.
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Components of Blockchain
While there are lots of different ways to implement a blockchain, all have three major components. The first of
these is the ledger, which is the series of blocks that are the public record of the transactions and the order of
those transactions. Second is the consensus protocol, which allows all of the members of the community to
agree on the values stored in the ledger. Finally, there is the digital currency, which acts as a reward for those
willing to do the work of advancing the ledger. These components work together to provide a system that has
the properties of stability, irrefutability, and distribution of trust that are the goals of the system.

The ledger is a sequence of blocks, where each block is an ordered sequence of transactions of an agreed-
upon size (although the actual size varies from system to system). The first entry into a block is a
cryptographic hash (such as those produced by the Secure Hash Algorithm SHA-256) of the previous block.
This prevents the contents of the previous block from being changed, as any such change will alter the
cryptographic hash of that block and thus can be detected by the community. These hash functions are easy to
compute but (at least to our current knowledge) impossible to reverse. So once the hash of the contents of a
block is published, anyone in the community can easily check that the hash is correct.

So far, this is nothing new; it is simply a Merkle chain, which has been in use for years. The wrinkle in block-
chain is that the calculation of the hash needs to add a nonce (some random set of bits) to the block being
hashed until the resulting hash has a certain number (generally six or eight) of leading zeros. Since there is no
way to predict the value that will give that number of leading zeros to the hash, this is a brute-force
calculation, which is exponentially difficult on the number of zeros required. This makes the calculation of the
hash for the block computationally difficult and means any member of the community has the chance of
coming up with an acceptable hash with a probability that is proportional to the amount of computing
resources the member throws at the problem. Coming up with the hash and the right nonce is a proof of work
(and, perhaps, luck) that can be easily verified by anyone in the community. Those attempting to calculate the
right hash value for a block are the miners of the block-chain world; they are exchanging computation for pay.

Once a miner comes up with the right nonce that produces the right hash, they broadcast the result to the rest
of the community, and all miners start work on the next block. The first entry in the new block will be the hash
of the last block, and the second entry in the block will be the creation of some amount of currency assigned to
the miner who found the hash for the previous block.

This works only if you have a block to start the chain. This is done in the same way all systems get started: by
cheating and declaring a block to be the Genesis block.

It is possible that two different miners could both find, at the same time (or close enough), a nonce that gives
a candidate hash value with the right number of leading zeros, or that someone seeing a nonce that works
could claim the discovery as their own. There could even be two different blocks being proposed as the next
entry in the chain. Dealing with such issues requires the next component of the system: the consensus
protocol.

Consensus protocols are among the most-studied aspects of distributed systems. While it was proved some
time ago that no algorithm will guarantee consensus if there is a possibility of any kind of failure,3 a number
of well-known protocols such as Paxos4 have been used in systems for some time to give highly reliable
mechanisms for distributed agreement. In consensus protocols such as Paxos, however, it is assumed the
systems that must reach agreement are known.

Depending on the failure model used, the number of systems that must agree to reach consensus changes.
When a majority of systems agree in such a protocol (for some definition of majority), consensus has been
reached in systems that want to protect from non-byzantine failure. If the system is subject to byzantine
failure, then two-thirds of the systems (plus one) need to agree. While the voting can be done in peer-to-peer
systems, most efficient versions of the algorithms depend on a leader to initiate the voting and tally the
results.

In the blockchain universe, however, there is a trust-free system, which means there can be no leader.
Further, in the blockchain universe the number of systems participating in validating the transactions (that is,
finding a hash for the block with the right number of zeros in the prefix) is not known. This makes claims that
a block is accepted when 51% of the miners agree on the block nonsense, since there is no known value for the
number of entities trying to agree.

Instead, the majority is determined by the calculation of the hash for the next block. Since that block begins
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with the hash of the previous block, and since the likelihood of the next block's hash being calculated is
proportional to the amount of computing resources trying to calculate the appropriate hash for the next block,
if a majority of the computing power available to the miners starts to work on a block that is seeded with the
previous hash, then that block is more likely to be offered as the next block. This is the reason for consensus
being tied to the longest chain, as that chain will be produced by the largest number of computing resources.

This mechanism relies on the generation of a hash with the right set of leading zeros being genuinely random.
Being random also means that on occasion someone will get lucky and a chain that is being worked on by a
minority of the miners will be hashed appropriately before a chain that is being worked on by a larger amount
of computing resources.

In an important sense, however, this does not matter. The blockchain universe defines a majority as the
production of an appropriate nonce and hash. Sometimes this means more than half of the computing power
has worked on the problem, but other times it might mean only one (exceptionally lucky) miner got the
answer. This might mean a set of transactions in a block that is not verified first need to be rolled back, but
that is the nature of in-flight transactions.

It does mean all of the miners in the blockchain universe need to move to a newly hashed block as the basis
for the calculation of the next block in the chain. This requires an incentive mechanism, which is where the
third component of the blockchain universe enters the picture: digital currency.

Digital currency. The reason for a miner to do all the computational work to calculate the nonce and hash
of a block is that the first to do so gets an allocation of digital currency as the first transaction in the next
block. This also encourages other miners to accept a block as quickly as possible, so they can start doing the
work to hash the next block (which has likely been filled with transactions during the time it took to hash the
previous block). Bitcoin was the original blockchain currency and incentive; in September 2017 the reward for
hashing a block was 12 bitcoins8 when the exchange rate was 1 bitcoin = ~$4,500 U.S. (prices fluctuate rather
wildly). This reward halves (for bitcoin) every 210,000 blocks. The next halving is expected around May 25,
2020.1

Other digital currencies work in a similar fashion. To spend the currency, entries are made in the then-current
block, which acts as a ledger of all the currency exchanges for a particular ledger/digital coin combination.
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Problems with Blockchain
While blockchain was originally proposed as a mechanism for trustless digital currency, its uses have
expanded well beyond that particular use case. Indeed, the emphasis seems to have bifurcated into companies
that emphasize the original use for currency (thus the explosion of initial coin offerings, which create new
currencies) and the use of the ledger as a general mechanism for recording and ordering transactions. For the
first use, the claim is that blockchain can replace outdated notions of currency and allow a new, private,
friction-free economy. For the latter use, the claim is that blockchain can be used to track supply chains,
create self-enforcing contracts, and generally eliminate layers of mediation in any transaction.

Both of these kinds of uses present some serious problems. Many are problems any new technology
encounters in replacing entrenched interests, but a number of them are technical in nature; those are the ones
discussed here.

A number of criticisms of blockchain center on the mechanism used to create an accepted hash for a block. To
ensure this can be discovered by anyone, the mechanism needs to be one that takes significant computation
but can be easily verified. To ensure the blocks that are verified cannot be changed, the computation needs to
be impractical to reverse. Hashing the block using a function such as SHA-256 and requiring that a nonce
value is added until some number of leading zeros appears in the hash fits these characteristics nicely. This
very set of requirements, however, means the consensus mechanism has intrinsic limitations.

Scaling. An obvious worry about the consensus-by-hashing mechanism used in blockchain is whether the
technology can scale to the levels needed for more general use. According to blockchain.com, the number of
confirmed transactions averages around 275,000 per day, with a peak over the last year of about 380,000.2

This is an impressive number but hardly the 400,000 transactions per minute that major credit-card systems
perform on peak days. Blocks can currently be verified at a rate of four to six per second, and this is the
limiting factor on the number of transactions.

While there are a number of proposals to deal with scaling blockchain, it is unclear how these fit with the base
design of the system. Making the verification of a block difficult and random is an important aspect of the
basic design of blockchain; this is the proof of work that is at the core of the trustless consensus algorithm. If
the verification of a block is made easier, then the probabilistic guarantees of any miner being able to discover
the appropriate hash decreases, and the possibility of some miner with a large amount of computing taking
over the chain increases. Verifying a block is meant to be hard; that's how the system avoids having to trust
any particular member or set of members.

One mechanism suggested for scaling is to shard the blockchain into a number of different chains, so that
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transactions can be done in parallel in different chains. This is happening in the different coin exchanges;
each coin system can be thought of as a separate shard. This introduces its own complexity in order to have a
transaction that crosses these shards, since the notion of ensured consistency requires that all ledgers are self-
contained to allow consistency checking within each ledger. A new blockchain could be created to be used for
cross-blockchain transactions, but the incentive mechanism for that blockchain would be a new electronic
currency that would need to stay within the ecosystem of this new blockchain. Getting the interacting
blockchains to trust the mediating blockchain is an unsolved problem.

While blockchain was originally proposed as a mechanism for trustless digital currency, its uses have
expanded well beyond that particular use case.

There have also been attempts to use some mechanism other than proof of work to drive the consensus
protocol. Perhaps the best known of these is the proof-of-stake approach, in which a block can be calculated in
much simpler ways, and consensus is reached when those with a majority of the currency agree on the
hashing of the block. Since the amount of currency and its owners are known, this is not subject to the
problem of not knowing the members of the community to vote. But this does reintroduce the notion of trust
to the system; those who have more money have more of a stake, and therefore are trusted more than those
who have less of a stake. This is the electronic equivalent of an oligarchy, which has not worked particularly
well in the past but might prove more stable in this context.

Power consumption. A second criticism of blockchain technology that is an outgrowth of the consensus
mechanism is the amount of energy consumed in the discovery of an appropriate hash for a block. Calculating
a hash with the appropriate number of leading zeros requires many hashing calculations, which in turn burn a
lot of electricity; some have claimed that bitcoin and related cryptocurrencies are mechanisms to transform
electricity into currency. The estimates of how much electricity is consumed range from the low side stating
that it is about as much as is used by the city of San Jose, CA, to the high side that it is equivalent to
Denmark's power consumption. No matter which model is used for the calculation, the answer is large.

The hope is that this energy drain will diminish, perhaps by changing the hardware used for the hashing to
something far more efficient (such as specialized ASICs). Making the hashing process more efficient, however,
is at odds with blockchain's fundamental mechanism of trusting no one; the point is that the verification of a
block must be difficult and random so that any miner is equally likely to find the hash.

The energy consumption might be less worrisome if the calculations eating all of this power were generally
useful. SETI@home, for example, uses a considerable amount of energy by offloading analysis of background
radio-wave transmissions to Internet-connected computers. This initiative, based at UC Berkeley's SETI
(Search for Extraterrestrial Intelligence) Research Center, is trying to find signs of other intelligent life in the
universe, which is seen by the participants as worth doing (and paying for the extra electricity).

Perhaps the calculation used to verify the blockchain could be changed to something that offered more than
just verification of the blockchain. Such a calculation would need to have the properties of being equally
possible for all miners to find (given equality of computing resource), difficult to find, and easy to verify. It is
not clear what this calculation might be.

Trust. Perhaps the most problematic aspect of blockchain is its core notion of being trustless. Much of the
complexity of the technology is caused by this requirement. It is unclear, however, that this is even necessary
for the kinds of uses people talk about as core to blockchain, or that the system is actually free of trust.

It is because of the lack of trust that the system requires verification of the block to be computationally
difficult, one-way, and easy to verify. If this requirement of trustlessness were dropped, then production of a
public ledger that was unchangeable and easily verified could be done easily. Suppose such a ledger is to be
used for inter-bank transfer (which has been suggested as a use for blockchain). Instead of a trustless system,
however, the users decide to trust a consortium of major banks, the Federal Reserve Board, and some
selection of consumer watchdog agencies or organizations. This consortium could choose a member (perhaps
on a rotating basis) who is responsible for keeping the ledger (a leader). Transactions are written to the ledger,
and when the ledger block reaches an appropriate size, the leader hashes the ledger, uses the hash to start a
new block, and continues (just as in the current blockchain).

The difference is that there is no need for the leader to randomly try values added to the block until the right
number of leading zeros is produced in the hash. Without that requirement, the hash can be done very quickly
with little energy expense. The block still can't be changed (since the hash is still a one-way function), and any
member of the consortium (or anyone else who has access to the ledger) can quickly check the hash. A public,
verifiable, and unchangeable ledger can be produced in this way but at much lower cost in both time and
energy.

This does require trust in the various members of the consortium, but verifying that the consortium is not
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cheating on the hashing of a block would be easy. This is not a fully centralized trust in a single entity but,
rather, trusting a group. The larger and more varied the group, the less likely the group would collude. Note
also that such a system does not need an incentive mechanism such as a digital currency to operate.
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Who Do You Trust?
Maybe you really do not want to trust anyone. Calibrating paranoia is difficult, and perhaps you really do want
to have an economic system in which no specifiable set of entities has the ability to collude and control the
system. That is the real reason for blockchain.

As Ken Thompson pointed out in 1984, trust has to happen somewhere.7 Even if you do not trust any group to
calculate the blocks, you need to trust the developers of the software being used to manage the blocks, the
ledgers, and the rest. Everything from bugs to design changes5 in the software have led to forks in the bitcoin
ecosystem that have caused considerable churn in those systems. If your trust is in the security and solidity of
the code, that is a choice you make. But it is not a trustless system.

A public, nonrefutable, unalterable ledger for transactions could be a useful tool for a number of applications.
Building such a system on top of known cryptographic protocols could be done in a number of ways. Doing it
on top of a system such as blockchain is needed if the requirement that the system be trustless (except for
trusting the software) is added. Such a trustless system comes with a cost.

Whether the cost is worth it is a decision that requires an understanding of the various parts of the system and
how they interact. A public, unforgeable, unchangeable ledger is possible without cryptocurrency or a
consensus algorithm based on a difficult-to-compute one-way function that is easily verified. Cryptocurrencies
can be created without the use of either a public ledger or a trustless consensus algorithm. And consensus
algorithms can be created that do not require a financial incentive system or a public ledger.
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Comments
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It is not true that distributed consensus cannot be achieved in the presence of one faulty participant. The
proof of this, cited in the article, is only for asynchronous protocols. Synchronous protocols can achieve
consensus when some participants are faulty. See Gray and Lamport Consensus on Transaction commit 2004
for a discussion of this https://www.microsoft.com/en-us/research/publication/consensus-on-transaction-
commit/.
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